Edge Agent Guide

The edge agent was created as a way to manage an edge compute environment where
devices typically lack the networking capability to run the traditional Portainer agent.

Portainer must now expose port 8000

Portainer communicates with the edge agent over port 8000; through this port the edge
agent can poll the Portainer instance, connect to Portainer, see when it is needed &
initiate a tunnel or receive config updates. Without port 8000 exposed on Portainer,
you cannot access the edge endpoint. If you already have Portainer deployed, you need
to redeploy with port 8000 exposed alongside the port used to access Portainer.

Recommended Portainer deployment methods:

» Portainer with TLS: If your Portainer instance is deployed with TLS, the agent will
use HTTPS for the connection it makes back to Portainer. This is the
recommended approach.

« Portainer with self-signed certs: If you are using a self signed Portainer instance,
the edge agent must be deployed with the flag: -e EDGE_INSECURE_POLL=1. If you
do not deploy Portainer with this flag, then the agent will not be able to
communicate with Portainer. This option is less secure than TLS.

e Portainer fallback to HTTP: If Portainer is not configured with either of the
above options, it will fallback to using HTTP for the agent polling. This option is no
longer recommended, as it is insecure.

Add an edge agent endpoint
» Step 1: Navigate to the Endpoints view and click on the Add endpoint button.
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¥ LOCAL ¥ Endpoints
Q se y 3

O Name J# Type URL Group Actions

[ tocal & Docker /var/run/docker.sock Unassigned 3% Manage access

Step 1.

Adding a new endpoint from the Endpoints view



e Step 2: Click on the edge agent tab and enter the name and the URL for your
Portainer instance (Used by the agent to connect to Portainer)
Note: Portainer prefils the URL with the domain name of the machine it is on. If it
defaults to localhost, set the URL to http://IP:PORT, (replacing the IP and PORT
with those you use to access the Portainer Ul).

Create endpoint & Portainer support @ admin
Endpoints > Add endpoint #myaccount @ log out

Environment type l

]

% Agent
Portainer agent

& Docker B Azure
Directly connect to the Docker API Connect to Microsoft Azure ACI

& Edge Agent
Portainer Edge agent

Information

Allows you to create an endpaint that can be registered with an Edge agent. The Edge agent will initiate the communications with the Portainer instance. Al the required information on how to
connect an Edge agent to this endpoint will be available after endpoint creation.

Environment details

Name edge ﬁ Step 2. 8

Portainer server URL © http://192.168.1.13:9000
Metadata

Group Unassigned

Tags No tags available.

Actions

+ Add endpoint

gl portainerio 1232

Configuring an edge endpoint with name and <IP:PORT> of your Portainer instance

» Step 3: Click the Add endpoint button

Create endpoint & Portainer support @ admin
Endpoints > Add endpoint #my account. @ log out

»

Environment type

(]
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e Agent & Docker BR Azure

o ¥ Ag 4 Edge Agent

= Portainer agent . Directly connect to the Docker AP Connect to Microsoft Azure ACI
Portainer Edge agent

E O

Information

Allows you te create an endpoint that can be registered with an Edge agent. The Edge agent will initiate the communications with the Portainer instance. Al the required information on how to
connect an Edge agent to this endpoint will be available after endpoint creation.

Environment details

Name edge r
Portainer server URL @ http://192.168.1.13:9000
Metadata
Group Unassigned
No tags available.
Tags
N Step 3.

Actions /
+ Add endpoint

Clicking the Add endpoint button

gl portainerio 1232

Result: You should see a green notification message appear in the top right of the
screen if the endpoint was successfully initialized. You should now also be redirected to
the Endpoint details view to configure this endpoint.



Endpoint details &
Endpoints > edge ) Endpoint created
edge
Deploy an agent

© Deploy the Edge agent on your remote Docker environment using the following command(s)

The agent will communicate with Portainer via http://192.168.1.13:9000 and tcp://192.168.1.13:8000

Standalone Swarm

wmii4B

i

docker run -d -v /var/run.
-V fvar/1ib/docker/volume
v /i/host \

--restart always \

cker . sock: /var/run/dacker . sock \
Jvar/1ib/docker/volumes \

&

e EDGE=1 \
-e EDGE_ID=f2ff3bca-b5ch-45ca-025¢c-47cb4b320fic
- EDGE_KEY ZESMidxNigul DESM14xN] guMS4xHZ04HDAWFDENO] Q407 N] OmN0mOBO]RIOMMZ03 V] OmY 10nFKO] k ZOMEBOMYXOMRMONQ30jVIFDI \

-e CAP_HOST_MANAGEMENT=1 \
-v portainer_agent_data:/data \
--name portainer_edge_agent \
portainer /agent

N Copy command

Join token
© For those prestaging the edge agent, use the following join token to associate the Edge agent with this endpoint.
You can read more about pre-staging in the userguide available here.

aHRecDavLZESMi4xNigu 5 DESML4xN] guMS: DEN0JQ407NjOmN0ONQOO R j0mMZ03V ] OmY10mFkD] kzOMEGO Y x0NRMOmQ30 V1 FOI

¥ Copy token

ortainerio 1232 Confinuration

Endpoint successfully added and browser redirect to the endpoint configuration view

Deploy the edge agent

The next step is to deploy the edge agent on your edge compute environment. You have
the option to do this on a standalone environment or as a service across the nodesin a
Docker swarm (refer to the appropriate section below).

Deploy the edge agent in a standalone environment
» Step 1: On the standalone tab, click on the Copy command button

Note: This command will contain an EDGE_ID and EDGE_KEY that are unique to the
endpoint & instance so don't use the one in this example.

Endpoint details <] @ Portainer support €@ admin
Endpoints > adge #my.account & Jog.out

Deploy an agent

@ Deploy the Edge agent on your remote Docker environment using the following commandis)

The agent will communicate with Portainer via http:/192,168.1.13:9000 and tcp;://192.168.1.13:8000

Standalone Swarm

docker run -d -w /var/run/docker.sock:/var/run/docker.sock \
-v fvar/lib/docker/volumes:/var/1ib/docker/volumes \

-v /i/host \

--restart always \

- EDGE=1 \

-e EDGE_TD=f2ff3bca-b5c9-45ca-925¢-47chab3zafic \

-e EDGE_ ZESMi4XN g DESMI 4N GUNSAXMZ04MDAWF DBMO] Q407 NjOMN OMGBO1RJ0MM201V] OmY10mF ko] kzomEa JVIFOT \

& CAP_ROST FANAGERENT=T \
--name portainer_edge_agent \ Unique to endpoint/instance

portainer/agent

& sep.

Join token

Endpoints

@ For those prestaging the edge agent, use the following join token to associate the Edge agent with this endpoint.

You can read more about pre-staging in the userguide available here.

AHRBCDOVLZESM1SXNIgUl

N Copy token

DESMI4XNgUMS: DBMO] Q401N ORNIONQBO IR OMMZ01V OMY10mFKO] k20MEBOMYXOMRMOMQ307 V1 DT

£ portainerio 1232

canfinuration

Click to copy edge agent deployment command for a standalone environment



» Step 2: Execute the command on the standalone Docker edge environment.

» Step 3: Navigate to the Home view and you should see the endpoint listed along
with the word associated crossed out. Press the Refresh button.

ﬁporfoiner.io = @ Portainer support €@ admin
#my account. & Jog out
Home Step 3.
¥ LOCAL
&
¥
— T up. tatus, URL
-
. local [ 2020-04-2214:38:04 Group: Unassigned &
iZ Ostacks = lcontainer-M10 0/ P00 & 2volumes @ 13images Standalone 19.03.8
®8=166G8 - W Notags /var/run/docker.sock
edge Rassocisted <= This should change after refresh Group: Unassigned ¢

Ne snapshot available
® No tags

ltems perpage 10

portainerio 1232

Refreshing the endpoint status

Result: The endpoint status will now be updated and you should see this changed to
associated.

. ) ~
ﬁporfomer.lo o Home &
Endpoints
Home #
¥ LOCAL ¥ Endpoints
®
:
_ Q search by name, group, tag, status, URL..
-

local [ 2020-04-2214:46:04 Croup: Unassigned &

= Ostacks = 2containers-W2®0/P0¥0 & 3volumes W13 images Standalone 19.03.8

@8 E166CE - @ Notags /var/run/docker.sock

D

edge @ associated ffmm— Result Croup: Unassigned  #*

No snapshot available
® No tags

Items per page | 10

Tportainerio 1232

Edge agent successfully associated with Portainer

Deploy the edge agent as a swarm service

e Step 1: On the swarm tab, click on the Copy command button.
Note: This command will contain an EDGE_ID that is unique to the endpoint you
created, so don't use the one in this example.



Endpoint details = & Portainer support € admin
Endpoints > edge #my.account. & log out

¥ LOCAL

Deploy an agent

@ Deploy the Edge agent on your remote Docker environment using the following command(s)

The agent will communicate with Portainer via http: //192.168.1.13:9000 and tep://192.168.1.15:8000

Standalone Swarm

docker network cre
--driver overlay
portainer_agent_

docker service create \

--name portainer_edge_agent \

--network portainer_agent_network \

-€ AGENT_CLUSTER_ADDR=tasks.portainer_edge agent \

e EDGE_TD=f2ff3bca-b5ce-45ca-925c-47cbabazafic \
e EDGE_KeY ZESHi4AN
~€ CAP_HOST_MANAGEMENT=1 %
--mode global \

--constraint 'noge.platform.os == linux' \

DESMA4XN] gUNSAXMZ 0 AMDAWF DB Q401 0N OmQa0 R jomNz0 iV Omy10mFk o kZOmE@OmY XxomRNONQ30VITOT \

Endpoints.

Unique to endpoint/instance
r/run/docker .sock \

Jvar/1ib/docker/volumes \

--mount type=volume
portainer/agent

¥ Copy commal

- Step 1.

Join token

@ For those prestaging the edge agent, use the following join token to associate the Edge agent with this endpoint

You can read more about pre-staging in the userguide available here.

fportainerio 123, aHROCDOVLZESHL4XN JQUMS 4XM20SMDAWTDESHAXN] GUMS: DAWTOM

]030MY50] 150 E205dKOMQ10] My 0] NKONVNOTH10]ALOMV DT

Copying the deployment command for a swarm environment

» Step 2: Execute the command on a manager node in the edge environment.

» Step 3: Navigate to the Home view and you should see the endpoint listed along
with the word associated crossed out. Press the Refresh button.

portainerio g Home & @ Portainer support €@ admin
ﬂ Endpoints

#my.account. & Jog out

Home Step 3.
¥ LOCAL ¥ Endpoints

Q search by name, group, tag, status, URL.

B m oMo oe B

local [ 2020-04-22 14:38:04

Group: Unassigned  #"
i= Ostacks = 1container-O1MO/ P00 & 2volumes W13 images

88 m165CE - W Notags

Standalone 19.03.8

Jvar/run/docker.sock

Group: Unassigned  #'

: edge Rassociated <= This should change after refresh

No snapshot available

W No tags

ltems perpage = 10+

g portainerio 1232

Refreshing the endpoint status

Result: The endpoint status will now be updated and you should see this changed to
associated.



N P
ﬁporfomer.lo = Home &
Endpoints

Home

¥ LOCAL ¥ Endpoints
(]
:
: Q search by name, group, tag, status, URL...
-
BB 2020-06-2214:46:04 : i 4
- -==E- local 2020-04-22 14:46: Group: Unassigned  #"
iZ Ostacks = 2 containers-0 2 o/%®0 o 3 volumes 13 images Standalone 19.03.8
5 = ks = i b20o/% & 1 13 imag: I
B #o=m166CE - W Notags /var/run/docker.sock

edge $associsted fmmmm— Result Group: Unassigned ¢

a No snapshot available

W No tags

ltems per page | 10

Elportainerio 1232

Prestaging the Agent (Advanced Deployment)

If the EDGE_KEY variable was omitted from the command used to start the Edge agent,
the agent will start a HTTP server on port 80 where it will expose a Ul to associate an
Edge key. After associating a key via the Ul, the Ul server will then shutdown.

Note: For security reasons, the Edge server Ul will shutdown after 15 minutes if no key
has been specified. The agent will require a restart in order to access the Edge Ul again.

» Step 1: After copying the deployment command in one of the previous sections,
remove the -e ence_key environment variable and add -p se:se \ (a port mapping for
the agent HTTP server).

Note: You can change the port on the host that the server is exposed on if you wish, by
adding this instead: -p custom-port:se \ and replacing custom-port With your port.

docker run -d -v /var/run/docker.sock:/var/run/docker.sock \
-v /var/lib/docker/volumes:/var/lib/docker/volumes \

-v /:/host \

--restart always \

-e EDGE=1 \

-e EDGE_ID=f2ff3bca-b5c9-45ca-925c-47ch4b329flc \

-p 80:80 \

-e CAP_HOST_MANAGEMENT=1 \

-v portainer_agent_data:/data \
--name portainer_edge_agent \
portainer/agent




« Step 2:In the UI, click the Copy token button to copy the token for use in step 3.

ﬁporfdinelﬂio : Endpoint details & @ Portainer support @ admin
. Endpolnts > edge

#myaccount e»leg.out
Home

¥ LOCAL
Deploy an agent

@ Deploy the Edge agent on your remote Docker environment using the following eommand(s)

The agent will communicate with Portainer via http://192.168.1.13:9000 and tcp://192.168.1.13:8000

Standalone Swarm

2Ff3bca-b5CO- 45ca-025c-47chabazofle \
Miax 154X MZ0SMDAWTDESML 4 XN] QUMS 4XMZ04MDAWTDEO] 0401 NjOmN 10mQUO IR} OmMZ0 V] omY20mFko] kZomE@omYXONRMOMQ30 V1FET \

B Copy command

Join token
@ For those prestaging the edge agent. use the following join token to associate the Edge agent with this endpoint.

You can read more about pre-staging in the userguide available here.

aHROCDOVLZESHI4xN] gUMS
i copy token [

——— Sep2.

OSMD AFDESMI 4] GUMSAXMZ0 AMDAWTDEMO Q401N OmNE OmQBO;R jomM 0 jv] omy-10mEko j k zOmESOmY XOMRMOMQ30] V1 FDT

Bl porfainerio 12352

Confinnration

Copying the join token from Portainer

Note: If you have navigated off the page, you can click on the unassociated endpoint in
the home view and you will be redirected to the endpoint details page and can copy the
token from there. Alternatively you can click on the endpoint in the endpoints view.

e Step 3: Navigate to <edge-ip>:80 in a different tab in your browser replacing
<edge-ip> with the IP of your edge environment. If you chose a different port in
your deployment command, you should replace 80 with the custom-port you
specified. You should see the Agent Pairing screen with the Portainer.io logo, a
textbox and the submit button.

Enter Edge agent key... | Submit

Edge agent waiting for the join token to be entered



» Step 3: Paste the join token in the text box and then click the Submit button.

jU30jImOjhiOMFOIRIOIZIDY| | Submit

\ /

Step 3.

Submitting the join token to pair the edge agent with Portainer

Note: If you do not enter the join token within 15minutes, this page will go offline for
security reasons. To get it back, simply restart the edge agent service.

Result: You should now be redirected to <edge-ip>:80/init Or <edge-ip>:custom-port/init and
see confirmation text that the agent has successfully been set up. It will now initiate a
connection with your Portainer instance.

Agent setup OK. You can close this page.
&

Result

Agent has successfully saved the token and completed setup

You should now also see in the home view that the agent has been successfully
associated with your endpoint.



ﬁporfqiner,io o Home & & Portainer support @ admin
Endpoints

#my account.  Jog out
Home
¥ LOCAL ¥ Endpoints
(]
v e
: Q_ Search by name, group, tag, status, URL...
-
. ua local [ 2020-04-2215:49:36 Group: Unassigned &
o T
) e = Ostacks = 1container-O1M0/ P00 & 2volumes @ 14images Standalone 19.03.8
2 @8 =166GB - @ No tags /var/run/docker.sock
edge Passociated e Result Group: Unassigned &'

No snapshot available

W No tags

Items per page 10

gl portainerio 1232

The agent was successfully associated to the edge endpoint

Using the Agent endpoint & agent poll frequency

Once you have successfully associated the edge agent to Portainer, you can click on the
endpoint to initiate the connection to the edge environment.

ﬁporfoiner.io = Home & & Portainer support @ admin
Endpoints #myaccount. @ Jog out

£

Home

¥ LOCAL

WO EdmMiG 4B

Connecting to the Edge endpoint...
-]

E[portainer.io 1232

Connecting to the edge environment

Note: Depending on the edge agent poll frequency applied in the Portainer settings, this
can take between 10 seconds to a minute. This is due to Portainer having to wait for the
agent to establish a tunnel and connect back to Portainer.

Result: You should now be redirected to the dashboard view for the edge endpoint once
the connection is established. You can now manage the endpoint as you would for any
other endpoint.



ﬁporfoiner.io o Dashboard & Portainer support @ admin
Endpoint summary #my account. & log oul
Hom

¥ EDCE @ Endpoint info
Dashboard (]
F Endpoint edge # 3 - standalone 19.03.8
= URL 192.168.113
= T
~ ags
&
% % O healthy ® 2running
) -—
Y - 2 0 unhealthy O 0 stopped
L Stacks — Containers
14 ¢29cB 3
Images Volumes
e Networks

E[portainerio 1232

Successfully connected to the edge endpoint

Configure the edge agent poll frequency

Before starting a management session with the edge environment, it is recommended to
change the edge agent poll frequency to a lower value. This will make the edge agent
more responsive. You can then set it back to a higher value when the edge environment
is not needed, to prevent unneeded polling by the agent.

« Step 1: Navigate to the settings view, then select a poll frequency from the Edge
agent poll frequency drop-down (default is 5 seconds)
» Step 2: Click the Save settings button to apply.

tportoiner.io o
Snapshot interval 5m
Home “~
¥ LOCAL Use custom logo _)
App Templates

Wi &8

Use external templates (2]

Security

Disable bind mounts for non-administrators @ ( )

HO®Hm

Disable privileged mode for non-administrators (2]

Enable volume management for non-administrators @

Enable host management features @

1
v
=

Edge
Step 1.
Edge agent poll frequency @ 5 seconds
10 seconds
FEVEEREEE <@— Step 2. .
30 seconds
@ Hidden containers
T bort .23,
gportainerio 1232 You can hide containers with specific labels from Portainer Ul. You need to specify the label name and value.

Configuring the edge agent poll frequency

Result: You should see the page refresh and a green notification message appearin the
top right of the screen if Edge agent poll frequency was successfully updated.



You should now also see that the option you selected has been saved after the page
refreshed.

Settings
settings o " Settings updated

0 Application settings

»

Snapshot interval 5m

mii 4 8

Usecustomloge [ ) )

L]

Be

App Templates

&

Use external templates @

Security
Disable bind mounts for non-administrators & b /
Disable privil mode for ini @ ()
- Result
Enable volume for non- ini (2]

Enable host management features @
Edge

Edge agent poll frequency @ 10 seconds

Save settings

£[portainerio 1.23.2

Edge agent poll frequency successfully updated
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