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Implementation Guide

External Authentication for GitHub

Step 1. Login to GitHub as an Org Admin,

Select “OAuth Apps” from Develop Settings sub-menu in the left sidebar

Developer settings
OAuth Apps

GitHub Apps

Step 2. Click on “Register an application”

Pull requests Issues Marketplace Explore

portainer-test

Repositories 0 People 1 Teams 0 Projects 0 {3 Settings

Organization settings

No Organization Owned Applications

Profile
Do you want to develop an application that uses the GitHub API? Register an application to generate OAuth
tokens.

Billing Register an application

Security

Member privileges

Verified domains
Audit log

Webhooks
Third-party access
Installed GitHub Apps
Repository topics

Projects

S

In “Application Name” enter a friendly name.
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In “Homepage URL” and “Authorisation callback URL”, text boxes, enter the full URL to your Portainer instance,
and then click “Register Application”.

Pull requests Issues Marketplace Explore

Register a new OAuth application

Application name *
portainer.io
Something users will recognize and trust.
Homepage URL *
http://test.portainer.io:9100
The full URL to your application homepage.

Application description

This is displayed to all users of your application.
Authorization callback URL *

http:/ftest.portainer.io:9100

Your application's callback URL. Read our OAuth documentation for more information.

Register application Cancel

Step 3. Note your application ID and Secret, and record for later use.

Application created successfully x

portainer-test

Repositories 0 People 1 Teams 0 Projects 0 £} Settings
QOrganization settings por‘tainer,io
Profile
portainer-test owns this application. Transfer ownership

Member privileges

Billing You can list your application in the GitHub Marketplace so that other users List this application in the Marketplace

can discover it.
Security

Verified domains

0 users
Audit log
Client ID
Webhooks f32097a6bd1ebd748825

Client Secret

Third-party access
d9d494b4342e2278329e9b2b7792@daed70b16b6

Installed GitHub Apps
Revoke all user tokens Reset client secret

Repository topics

Projects Application logo

Step 4. Switch to your Portainer Instance and login as the local instance admin
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Purchase the Portainer External Authentication extension, and apply the license key (process not shown here).
Let’s setup some basics, so that when user’s login for the first time, they can actually access Portainer resources.

Click on “Users” and then “Teams”, and create a team called “oauth” (or one of your choosing)

ﬁporfmner.io o Teams & & portainer support @ admin
Toams mansgement 4 sccomt B ogout
Home

+ Add anewteam
+# Locar

rd &
Name oauth|
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Click on “Endpoints” and then select the endpoints you would like to grant the oAUTH users access to manage,
and then click “Manage Access”. Assign the oAUTH group you created to the authorised list.

portainerio  ; Endpoint access € portainer support @ admin
= Erpeints » Locsl > Accass mansgement Py secount eviog et
Home
# Endpoint
¥ LocaL
& Name Local
- AL tasks agent.9001
= Group Unassignea
=]
=
.
o paint by maving them & tns sutnariz or or taam antry o move it from on tabls £ the otnar
]
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-] Name Type Name v Type
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Endpoints

Step 5. Let’s configure Portainer External Authentication extension.

Click on “settings” and then “Authentication”.
Select “oAUTH” and then select “GitHub”.
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"n\porfmnel_ia = Authentication settings @ portainer support @ admin
= Settings > Authentication #my sccount & jog out

H

& Authentcation

Authentication method

3

7
% Internal 1% LDAP =
Intermal suthantication mechanizm LDAR suthentication
OAuth authenticstion

AUtomatiC user provisioning

With avtemetic user provisioning enebled. Portsiner will croste user(s) sutomatically with standerd user role. if dissblod users must ba crested beforehand in Portainer in ardar to lagin

A ic user provisioni

Provider

P

v
M Microsoft G Google o & custom
Microsoft Olutn providar Coogla OAutn provider Custom CAutn proviasr
Cithut OAuth pr

©OAuth Configuration

Client ID © H0COCOCOODODODCN0O0X

Client secret ROOOOKIHCCHK

# Override dofault confi

Actlons

Enable Automatic User Provisioning, and select the default team (0AUTH or similar) that you created previously.
Enter in the Client ID that you noted previously.

Enter in the Client Secret that you noted previously.

Click Save.

AULIENUCALOIN SeLUngs & PUTLEINEE SUPPUTL &3 AT
Settings > Authentication sy sccount. 8 log out

4% Authentication

Authentication method

P
A
Internal 2 LDAP
3 L 12 oA
Internel authenticetion mechanism LDAP euthantication

OMutn autnantication

Automatic user provisioning

With autome

users must ba crested beforshand in Portsinar in crder to login.

Defauft team oauth Izl n

& custom

Coogle OAuth provider Custom OAuth provider

‘QAuth Configuration

ClientID @ 33097acbd1ebd740025

Client secret

F Ovarrics asfault configurstion

Actions

Logout as the Admin.

Step 6. Login using oAUTH

At the Login Page, click the “Login with GitHub” box for oAUTH login.
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]

) Login with Cithub

Enter your GitHub username and password where prompted (note you are redirected to GitHub for Auth)

»)
T

Sign in to GitHub
to continue to portainer.io

Username or email address

Password Forgot password?

New to GitHub? Create an account.

Allow the Portainer instance to access your Github credentials (only prompted once).
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2o ()

Authorize portainer.io

portainer.io by portainer-test
wants to access your portainertest account

G’ Public data only

Limited access to your public data | ...

Authorize portainer-test

Authorizing will redirect to
http://test.portainer.io:0100

@ Notowned or @ Created day ago 22 Fewer than 10
operated by GitHub GitHub users

Learn more about OAuth

You are now logged into Portainer using oAUTH from GitHub.

Home & @ portainer support € portalnertest
Enapoints. Ay sccount e log cut

Important message * dismiss

Dear Portalner Customer, Welcome to Message of the Day (MOTD), our In-app communications channel
we're pleased to be Introducing a few exciting updates for the Portainer community today:

+ Portalner version 1.20 Is now avallable
« Launch of Registry Manager. Portainer s first extension solution
+ Introduction of 9x5 and 24x7 enterprise SUPPOIt services

Please also vislt us online at our refreshed website and check out our new features and services. Thank you for you continued support.

# Endpoints
@ [search by name, group, tag, status, URL
o Local [T zo1s-02 25 229050
Is3stacks EJGservices B8 containers- @ EI0 & 37volumes i 55images Swarm 18.09.0 ¥ Agent
® Notags {asks.agent:9001

Optionally, if you want your oAUTH user to be a Portainer Admin, first login/logout as the oAUTH user to create
the Portainer record, then login as the Portainer local admin (or as another admin), and then edit the user to
elevate them to an admin.

end
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