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External Authentication for Google

Step 1. Login to your Google Cloud Portal (console.cloud.google.com) as an Admin,

= Google Cloud Platform selecta project v

Navigation menu

Get Started with
Google Cloud Platform

12 month, $300 free trial to get you started.
Always Free products to keep you going

TRY FOR FREE

Top Products

=
{a B e &
Cloud Storage Cloud SQL App Engine

Compute Engine
A platform to build web and mobile

A powerful, simple and cost A fully-managed
effective object storage service MySQL/PostgreSQL database apps that scale automatically

machines
service

Scalable, high-performance virtual

Enaaae Handv Links

Step 2. Click on “Select Project”, then select your Org, and then select “NEW PROJECT”

Select from  porTaineri0 + NEW PROJECT

Q, search projects and folders

RECENT
Name D

B portainerio @ 745886854807

CANCEL OPEN

Step 3. Give the project a name, such as portainer-login, and then click “Create”

For Portainer V1.20.2 & External Authentication extension users Dated: 5 March 2019



%@" ortainer.io
[
"

= Google Cloud Platform

Project Name *
portainer-login [7]

Project |D: portainer-login. It cannot be changed later. EDIT

Organization
portainer.io [7]

This project will be attached to portainer.io.

Location *
rtainer.io BROWSE
po

Parent organization or folder

CREATE CANCEL

Step 4. Wait for the project to be created (30 seconds), and then click on the navigation bar, and select “APIs &
Services”, Credentials.

= Google Cloud Platform

# Home

APIs & Services >
Bex Dashboard
PRODUCTS A Library

Credentials

ﬁ Marketplace

Billing

API  APIs & Services ¥E >

'i' Support >
© 1AM & admin >
®  Getting started

@ Security >
COMPUTE

@ App Engine >

Select the drop down list in the header bar, and change the focus to the “portainer-login” project
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Google Cloud Platform B portainer.io

API APIs & Services Credentials

Select from PorTANERIO + NEW PROJECT

Q, search projects and folders

RECENT ALL
Name ID
&+ portainerlogin @ portainer-login
v B portainerioc @ 745886854807

CANCEL OPEN
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portainer.io

Step 5. Click on “OAuth consent screen”
Change the application type to “Internal”
In the “Application name” input box, enter the project name “portainer-login”

Scroll down to authorised domains, and enter in the FQDN of the server that hosts your Portainer instance (in our
case, test.portainer.io)

+* portainer-login

Google Cloud Platform

API APIs & Services Credentials

-
< Dashboard Credentials Domain verification

0Auth consent screen
Before your users authenticate, this consent screen will allow them to choose
whether they want to grant access to their private data, as well as give them a link
to your terms of service and privacy policy. This page configures the consent
screen for all applications in this project.

W Library
o+  Credentials

Application type
Public
Any Google Account can grant access to the scopes required by this app
Learn more about scopes

® Internal
Only users with a Google Account in your organization can grant access to the scopes
reguested by this app.

Application name
The name of the app asking for consent

portainer-login
Application logo
An image on the consent screen that will help users recognize your app

Local file for upload Browse

<l

+* portainer-login +

Credentials

Scopes allow your application to access your user's private data. Learn more

If you add & sensitive scope, such as scopes that give you full access to Gmail or Drive,
Google will verify your consent screen before it's published

<  Dashboard

i Library ernail
O Credentials profile
openid

Add scope

Authorized domains
To protect you and your users, Google only allows applications that authenticate using

0Auth to use Authorized Domains. Your applications’ links must be hosted on Authorized
Domains. Learn more

portainer.io 1

example.com
Type in the domain and press Enter to add it

Application Homepage link
Shown on the consent screen. Must be hosted on an Authorized Domain
https:// or http:/
Application Privacy Policy link
<l Shown on the consent screen. Must be hosted on an Authorized Domain.

— httos:// or http://

Click Save.
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About the consent screen

The consent screen tells your users who is
requesting access to their data and what kind of data
you're asking to access.

OAuth verification

To protect you and your users, your consent screen
and application may need to be verified by Google
Verification is required if your app is marked as
Public and at least one of the following is true:

Your app uses a sensitive and/or restricted
scope

Your app displays an icon on its OAuth consent
screen

Your app has a large number of authorized
domains

You have made changes to a previously-verified
0OAuth consent screen

The verification precess may take up to several
weeks, and you will receive email updates as it
progresses. Leamn more about verification

Before your consent screen and application are
verified by Google, you can still test your application
with limitations. Learn more about how your app will
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Google Cloud Platform  $e portainer-login

API APIs & Services Credentials
«»  Dashboard Credentials ~ OAuth consent screen  Domain verification
i Library

O Credentials

API key
Identifies your project using a simple API key to check quota and access

OAuth client ID
Requests user consent so your app can access the user's data

Service account key
Enables server-to-server, app-level authentication using robot accounts

Help me choose
Asks a few questions to help you decide which type of credential to use

Create credentials ~

<l

Select “Web Application” as the Application Type,
In the “Name” input box, enter the project name “portainer-login”.

In the “Javascript Origins” and “Redirect URI” text boxes, enter in the FDQN and Port of your Portainer instance.

Google Cloud Platform 8 portainer-login +

& Create OAuth client ID

For applications that use the OAuth 2.0 protocol to call Google APIs, you can use an OAuth 2.0 client ID to
generate an access token. The token contains a unique identifier. See Setting up OAuth 2.0 for more information.
‘Application type
@ Web application

Android Learn more

Chrome App Learn more

i0S Learn more

Other

Name

portainer-login

Restrictions
Enter JavaScript origins, redirect URIs, or both Learn More

m

Qrigins and redirect domains must be added to the list of Authorized Domains in the OAuth consent settings.
Authorized JavaScript origins
For use with requests from a browser. This is the origin URI of the client application. It can't contain a wildcard
(https://* example.com) or a path (https:/example.com/subdir). If you're using a nonstandard port, you must include it
in the origin URI

http://test.portainer.io:9100
Type in the domain and press Enter to add it
Authorized redirect URIs
For use with requests from a web server. This is the path in your application that users are redirected to after they have

authenticated with Google. The path will be appended with the authorization code for access. Must have a protocol
Cannot contain URL fragments or relative paths. Cannot be a public IP address.

http://test portainer.io:9100
Type in the domain and press Enter to add it

Click “Create”

You will now be presented with your API tokens, copy these for later use (note be careful with trailing spaces as the
auto-copy adds a trailing space, which breaks things)
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OAuth client

The client ID and secret can always be accessed from Credentials in APIs &
Services

© OAuth is limited to 100 sensitive scope logins until the OAuth consent
screen is published. This may require a verification process that can take

several days.

Here is your client ID
74251152506-15dko3cvip40a632jbSqugliololidék. apps. googleusercontent. com EI
Here is your client secret

N7rEJTbzm2pYKVpXGIWYhGE L]

Step 7. Switch to your Portainer Instance and login as the local instance admin
Purchase the Portainer External Authentication extension, and apply the license key (process not shown here).
Lets setup some basics, so that when user’s login for the first time, they can actually access Portainer resources.

Click on “Users” and then “Teams”, and create a team called “oauth” (or one of your choosing)

& portainer support @ admin

Teams &
oy sccoum o jogou

Teams man gement

<+ Add a new team
¥ LOCAL

Hame oauth|

* B

18 Teams

Q search...

O nNamel:

Mo team available.

emapepese [ 0[]

Click on “Endpoints” and then select the endpoints you would like to grant the oAUTH users access to manage, and
then click “Manage Access”. Assign the oAUTH group you created to the authorized list.
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¥ LOCAL

Endpoints

Endpoint access & Portalner support @ admin
ENGpoInts * Local * ACCEss Managament # my account ey jog out

# Endpoint

Name Local

uRL tasks.agent.9007
Croup Unassignea

423 Access management

¥ou can select which uzar or tasm can ac.

iz andpaint by moving them 4o the suthorized sccessas tabls. Simply chick on & ussr or team antry o mova it fram ons tabls o the othar.

MNoto: sccassos taggea as & ritoa from ine group sccesses ena cannct be remeova st the enapoint lovs

Users and teams Autnorized users and teams

Q search... Q search.
Name v Type Name v Type
No user or team available oautn = team

ems perpage | 10 o Rems perpege | 10 o

Step 8: Let’s configure oAUTH.

Click on “settings” and then “Authentication”

Select “0AUTH” and then select “Google”

s ;
fportamer.m

Home

Settings

Buthentication

Authentication settings

& Portainer support € admin
Settings » Authentication

oy sccount. 8 log out

i Authentication

Authentication method

N

P
Internal 2 LDAP
- L = At
Internal autnentication mecnanism LDAP sutnsntication
OAutn sutnontication

AUTOMALIC user provisioning

With sutometic ussr provisioning snabled, Portsines will crasts usariz) sutomatically with standard user rols. ¥ Gisabias, usars must ba crasted beforshand in Pertsinar in orar ta login
()]

A - A

Provider

N

v
M nucrosoft Q) Github & Custom
G Coogle &
Microsoft OAutn provider . Citnup OAutn proviger Custom OAutn proviger
Coogle OAuth provider

oauth Configuration

ClientID @ || Foooomoosooomeoooc ‘
i This connection is not secure. Logins entered here could be compromised. Learn More

Client secret:
A admin

# Overiias acfault configuration

Actions

Enable Automatic User Provisioning, and select the default team (0AUTH or similar) that you created previously.

Enter in the Client ID that you noted previously.
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Enter in the Client Secret that you noted previously.

Click Save.

ﬁ‘porfo iner.io

Home

#2% Authentication

Authentication method

)

48 Internal H

Intarnal suthantization machanizm

1% LDAP
LDAP authantication

Automatic user provisioning

v
& oauth
OAutn sutnentication

With automstic u

iy @

By essigning newly created users to  team thoy will be ble to sccess the snviran:

s9r provisioning enabled. Portainer will creste userls} sutematically with standard u;

The users crested by the sutometic provisioning festurs can be sdded to a default team on creation.

sor role. i disablod, users must be crested beforshand in Portsiner in order to login.

ranmants associsted to that team. This setting is optional and if not set newly created users wont ba abla o accass any environmants.

‘0auth Configuration

Default team oauth B n
Provider
-
M microsoft @ cithub & Custom
G Google
Microsa ft OAutn provider _ Cithub OAuth provider Custom OAuth provider
Coogle DAuth provider

Chient ID @ 74251152506-I5dkogcvip

Chentsecret | ssssesssssessssssssssces

# Override gefault configurstion

Actlons

app: ontent.com

Logout as the Admin.

Step 9. Login using oAUTH

At the Login Page, click the “Login with Google” box for oAUTH login.

&

& Login with Coogle

Enter your Google username and password where prompted (note you are redirected to Google for Auth)
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Sign in with Google

Choose an account

to continue to portainer.io

Neil Cresswell
neil.cresswell@portainer.io

() Use another account

To continue, Google will share your name, email address
and profile picture with portainer.io

English (United Kingdom) + Help Privacy Terms

You are now logged into Portainer using oAUTH from Google.

Home & & portainer support @ nell.cresswell@portainer.io

Endpoints - my sccount, o log ut
# Endpoints
Q. search by name, group, tag, status, URL
Local [ zoe-0z-25 2130,
ozl G
d W 3stacks B Gservices B 18 containers- P8I0 & 7 volumes (55 images Swerm 18.00.0 % Agant
W Notags tasks.agent:9001

Optionally, if you want your oAUTH user to be a Portainer Admin, first login/logout as the oAUTH user to create the
Portainer record, then login as the Portainer local admin (or as another admin), and then edit the user to elevate
them to an admin.

@ Portalner support @ admin

#.my account. & log out

ﬁportmner.io Prg User detalls

Home
& User detalls

Hame el cresswelBpartainerio

.end.
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