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Step 1. Login to KeyCloak Administration Console as an Admin

&« e Q‘ OF 1 test.portainer.io:B085/auth/realms/master/protocol/openid-connect/auth?client_id=security-admin-c

(#AKEYCL

Username or email

Password

T

Step 2. Select the applicable authentication “Realm” from the dropdown in the left sidebar

PBKEYCLC(

Realm Settings

Clients

Step 3. Click on “Clients”, in the left sidebar, and then click the “Create” button to define a new app instance.
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Add Client

Porta

Add Client
[— import Select file &
© Clients Client 1D *
client protocal openid-connect [=]

ROOE URL.

5o |

In the “Client ID” enter in (and record) a name for the Portainer App instance you are authorising. Something
like portainer-auth. Keep the client protocol as openid-connect, and for the root URL enter in the FDQL of
your Portainer instance, as below, and then click “Save”.

AKEYCLO,

dd Client

Portainer io
Add Client
import select file
@ Cliens Client I * partainer-auth
Client Protocal openid-connect [=]

Root URL

Now change the “Access Type” to “confidential”, and switch “Service Accounts Enabled” to “ON”, then click
“Save”. Note that once you click “Save” a new header menu items appears, called “Credentials”. Click on that
menu.
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EKEYCLO, £ Admin

portainer-auth

P

Portainer-auth

Roles Client Scopes Mappers Scope Revocation Sessions Offline Access nstallation

Client 1D porainer-auth
Name
Description
Enabled [ on |
Consent Required orr
Login Theme
cliene procscal

Actass Type

B E

Standard Flow Enabled

Imglicit Flow Enabled

Direct Access Grants Enabled

Service Accounts Enablad

Authorization Enabled

Foot URL httpifitest portai

* Valid Redirect URIs hitpiHftest portainer,io: 9100/

Base URL

Take a note of the secret; this will be required later.

partainer-auth

Portainer-auth

s Setings Setngs | Credentiols  Roles  ClentScopes®  Mappers®  Scope®  Revocation  Sessions @ Offfine Access®  Clustering  Installation @ Service Account Roles
client uthenticator Clent I8 and Secret [=]
secret Regenerate Secret
Regstration access token Regenerate registration access token

Now, we assume you already have users defined in your KeyCloak system, but if not, click on “Users” in the
left sidebar and add users as required.

Step 4: Switch to your Portainer Instance and login as the local instance admin

Purchase the Portainer External Authentication extension and apply the license key (process not shown
here).

Let’s setup some basics, so that when user’s login for the first time, they can actually access Portainer
resources.

Click on “Users” and then “Teams”, and create a team called “oauth” (or one of your choosing)
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No taam awailable.

Click on “Endpoints” and then select the endpoints you would like to grant the oAUTH users access to
manage, and then click “Manage Access”. Assign the oAUTH group you created to the authorized list.

ﬂporralner.ie o= Endpoint access @ Portainer support @ admin
Endocints > Locs! > Access management Fumy sccouns e ous
AL # Endpoint
¥
P Nams Local
) URL tasks agent.3001
= Croup Unassignea
=]
= % Access management
L
. 301 or team antry to mova it from ene tabls ta &
Autnorizes users ana teams
Q s
Name v Type
No user or team available oautn & team

Endpoints

For Portainer V1.20.2 & External Authentication extension users Dated: 5 March 2019



Step 5. Let’s configure Portainer External Authenication.
Click on “settings” and then “Authentication”

Select “0AUTH” and then select “Custom”

2 oauth

OAuth authentication

& Internal = LDAP
Intarmal autnantication macnanism

Automatic user provisioning

With sutometic user provisioning enabled. Partsiner will croste us

Microsoft OAutn providar
Custam QAuth provider

OAuth Configuration

Client ID €

Chentsecrst oo

Autnorization URL &

Access token URL @

Resource URL @

Redirect URL & e
User igentifier ©

Scopes @

Actions

Enable “Automatic User Provisioning”, and select the default team(oAUTH or similar) that you created
previoulsly.

In “Client ID” enter in the name you defined the Portainer App as in KeyCloak (eg portainer-auth).

In the “Client Secret” enter in the secret that was shown on the “Credentials” page when you defined the
Portainer App in KeyCloak.

In the “Authorisation URL” field, enter
http://test.portainer.io:8085/auth/realms/portainer.io/protocol/openid-connect/auth but make sure to
change to your server name and port, and change portainer.io to the name of your actual realm.

In the “Access token URL” field, enter
http://test.portainer.io:8085/auth/realms/portainer.io/protocol/openid-connect/token but make sure to
change to your server name and port, and change portainer.io to the name of your actual realm.

In the “Resource URL” field, enter

http://test.portainer.io:8085/auth/realms/portainer.io/protocol/openid-connect/userinfo but make sure
to change to your server name and port, and change portainer.io to the name of your actual realm.

In the “Redirect URL” field, enter the FDQN/URL of your Portainer instance, eg
http://test.portainer.io:9100

In the “User Identifier” field, enter “email”
In the “Scopes” field, enter “email”

Click Save
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http://test.portainer.io:8085/auth/realms/portainer.io/protocol/openid-connect/auth
http://test.portainer.io:8085/auth/realms/portainer.io/protocol/openid-connect/auth
http://test.portainer.io:8085/auth/realms/portainer.io/protocol/openid-connect/token
http://test.portainer.io:8085/auth/realms/portainer.io/protocol/openid-connect/token
http://test.portainer.io:8085/auth/realms/portainer.io/protocol/openid-connect/user
http://test.portainer.io:8085/auth/realms/portainer.io/protocol/openid-connect/user
http://test.portainer.io:9100/
http://test.portainer.io:9100/

Intarnal autnenticstion mecnanism

42 Internal & LDAP
LDAP sutnantication

AuUtomatic user provisioning

‘Witn automatic usar provisioning enablea. Portainor will croete user(s) sutometically witn stanasra user rola. If gisablea. users must be creatoed boforanana in Portainer in order to login.
mirt e rttrg @

Tne uzers createa by the sutomatic provisioning fecturs can be saged to & aefault taam on cration.

By mssigning newly crestod users to & toem they will be sble to sccess the envirenments essocisted to that tasm. This setting is optionsl and if not sot newly crested users won't be able to access any envirenments.
Default team cauth B u
Provider

W Microsoft H G Google H © Github

Microsoft Ofutn provider Coogle OAutn provider Cithu OAutn provider

Custom OAutn proviser

‘OAuth Configuration

Client ID © portainer-auth

Client secret.

Authorization URL @ http.//test portainer.io-8085/auth/realms/portainer.lo/protocol /openid-connect/auth
Access token URL @ hitp.//test portalner o-8085 /auth/realms/portainer lo/protocol /openid-connect /token
Resource URL ©& http.//test portainer.io-8085/auth/realms /portainer.io/protocol /openid-connect/userinfo
Redirect UNL & http.//test portainer Io.8100

User identifier € email

Scopes @ ‘ fenail

actions

Click Save.
Logout as the Admin
Step 6. Login using oAUTH

At the Login Page, click the “Login with oAUTH” box for oAUTH login.

# Login with OAuth

Enter your KeyCloak username and password where prompted (note you are redirected to your KeyCloak
instance for Auth).
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PORTAINER.IO

You are now logged into Portainer using oAUTH from KeyCloak.

Home & @ portainer support @ portainertest

Endpoints .y sccount. #Jog out

Important message X dismiss

Dear Portalner Customer. Welcome to Message of the Day (MOTD). our In-app communications channel.
we're pleased 1o be Introducing a few exciting updates for the Portainer community today.

« Portalner version 120 Is now avallable
+ Launch of Reglstry Manager, Portainer's first extension solution
+ Introduction of 3x5 and 24x7 enterprise support services

Please also Visit us oniine at our refreshed website and chack out our new features and services. Thank you for you continued support.

¥ Endpoints
Q [search by name. group, tag. status, URL.
Local [ zo1-02-25 223030

I® Istacks B Gservices 18 containers - WEWI0 & 7volumes W55 images Swerm 16.08.0 + § Agant

® No tegs taska.agent 001

Optionally, if you want your oAUTH user to be a Portainer Admin, first login/logout as the oAUTH user to
create the Portainer record, then login as the Portainer local admin (or as another admin), and then edit the
user to elevate them to an admin.

.end.
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